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        The Cyber Security curriculum focuses on planning, 
implementing, and monitoring appropriate security 
controls to safeguard and protect computer networks 
and information.

This program provides students with the skills required to imple-
ment effective and comprehensive information security controls. 
Graduates should qualify for entry-level positions in industry, small 
business, education, service organizations, and government agen-
cies. For more information, contact Joseph Jeansonne, Instructional 
Coordinator, at 252-493-7275 or jjeansonne@email.pittcc.edu.
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Education. Preparation. Vigilance.

Overview
In the past, building a home network was nothing more 
than installing a wireless router and several computers. 
Today, as so many of us are working, connecting, or 
learning from home, we have to pay more attention to 
creating a strong cyber secure home. Here are four simple 
steps to do just that.

Your Wireless Network
Almost every home network starts with a wireless (or Wi-
Fi) network. This is what enables your devices to connect 
to the Internet. Most home wireless networks are con-
trolled by your Internet router or a separate, dedicated 
wireless access point. They both work the same way: by 
broadcasting wireless signals which allow the devices in 
your house to connect to the Internet. This means secur-
ing your wireless network is a key part of protecting 
your home. We recommend the following steps to secure 
it.
• Change the default administrator password to your 

Internet router or wireless access point, whichever is 
controlling your wireless network.

• Ensure that only devices you trust can connect to 
your wireless network. Doing so requires a password 
to connect to your home network and encrypts on-
line activities once connected.

• If you’re not sure how to do these steps, check your 
Internet Service Provider’s website or check the web-
site of the vendor for your router or wireless access 
point.

Passwords
Use a strong, unique password for each of your devices 
and online accounts. The key words here are strong and 
unique. The longer your password the stronger it is. Try 
using a series of words that are easy to remember, such as 
sunshine-doughnuts-happy.
Additionally, enable two-step verification whenever 
available, especially for your online accounts. It uses your 

password, but also adds a second authentication step, 
such as a code sent to your smartphone or an app on your 
smartphone that generates the code for you. This is prob-
ably the most important step you can take, and it’s much 
easier than you think.

Your Devices
The next step is knowing what devices are connected to 
your wireless home network and making sure all of those 
devices are trusted and secure. This used to be simple 
when you had just a computer. However, today almost 
anything can connect to your home network, including 
your smartphones, TVs, gaming consoles, baby monitors, 
printers, speakers, or perhaps even your car. Once you 
have identified all the devices on your home network, en-
sure that each of them is secure. The best way to do this 
is to change any default passwords on them and enable 
automatic updating wherever possible.

Backups
Sometimes, no matter how careful you are, you may be 
hacked. If that is the case, often the only way you can 
recover your personal information is to restore from a 
backup. Make sure you are doing regular backups of 
any important information and verify that you can re-
store from them.

- Courtesy of The SANS Institute
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