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The Cyber Security curriculum focuses 
on planning, implementing, and monitor-
ing appropriate security controls to safe-
guard and protect computer networks and 
information. 

This program provides students with the 
skills required to implement effective and 
comprehensive information security con-
trols. Graduates should qualify for en-
try-level positions in industry, small busi-
ness, education, service organizations, and 

government agencies. For more information, contact Joseph Jeansonne, 
Instructional Coordinator, at 252-493-7275 or jjeansonne@email.pittcc.edu.

Overview
Social media sites, such as Snapchat, Facebook, Twitter, 
Instagram, and LinkedIn, are amazing resources, allow-
ing you to meet, interact, and share with people around 
the world. However, with all this power comes risks--not 
just for you, but your family, friends, and employer. In 
this newsletter, we cover the key steps to making the most 
of social media securely and safely.

Posting
Be careful and think before posting. Anything you post 
will most likely become public at some point, impacting 
your reputation and future, including where you can go 
to school or the jobs you can get. If you don’t want your 
family or boss to see it, you probably shouldn’t post it. 
Also, be aware of what others are posting about you. You 
may have to ask others to remove what they share about 
you.

Privacy
Almost all social media sites have strong privacy options. 
Enable them when possible. For example, does the site 
really need to be able to track your location? In addition, 
privacy options can be confusing and change often. Make 
it a habit to check and confirm they are working as you 
expect them to.

Passphrase
Secure your social media account with a long, unique 
passphrase. A passphrase is a password made up of mul-
tiple words, making it easy for you to type and remember, 
but hard for cyber attackers to guess.

Lock Down Your Account
Even better, enable two-factor authentication on all of 
your accounts. This adds a one-time code with your pass-
word when you need to log in to your account. This is 
actually very simple and is one of the most powerful ways 
to secure your account.

Scams
Just like in email, bad guys will attempt to trick or fool 
you using social media messages. For example, they may 
try to trick you out of your password or credit card. Be 
careful what you click on: If a friend sends you what ap-
pears to be an odd message or one that does not sound 
like them, it could be a cyber attacker pretending to be 
your friend.

Terms of Services
Know the site’s terms of service. Anything you post or up-
load might become the property of the site.

Work
If you want to post anything about work, check with your 
supervisor first to make sure it is okay to publicly share.
Follow these tips to enjoy a much safer online experience. 
To learn more on how to use social media sites safely, or 
report unauthorized activity, check your social media 
site’s security page. - Courtesy of Sans.org
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Education. Preparation. Vigilance.

Watchdogs is a monthly newsletter produced by the Computer Technologies Cyber Security Program at Pitt Community College.  Its purpose is to educate 
users and to protect data assets.  If you would like to submit an article to be published in Watch_Dogs, email the article to the Editor at jljeansonne775@
my.pittcc.edu. * “Hacked” font courtesy of David Libeau.


