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        The Cyber Security curriculum focuses on planning, 
implementing, and monitoring appropriate security 
controls to safeguard and protect computer networks 
and information.

This program provides students with the skills required to imple-
ment effective and comprehensive information security controls. 
Graduates should qualify for entry-level positions in industry, small 
business, education, service organizations, and government agen-
cies. For more information, contact Joseph Jeansonne, Instructional 
Coordinator, at 252-493-7275 or jjeansonne@email.pittcc.edu.
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Education. Preparation. Vigilance.

Making Passwords Simple
You are often told that your passwords are the key to pro-
tecting your accounts (which is true!), but rarely are you 
given a simple way to securely create and manage all your 
passwords. Below we cover three simple steps to simpli-
fy your passwords, lock down your accounts, and protect 
your future.
 
Passphrases
The days of crazy, complex passwords are over. Those 
passwords are hard to remember, difficult to type, and 
with today’s super-fast computers can be easy for a cy-
ber attacker to crack. The key to strong passwords is to 
make them long; the more characters you have, the bet-
ter. Instead of passwords you can use passphrases: a type 
of strong password that uses a short sentence or random 
words. Here are two examples:

• Time for strong coffee!
• lost-snail-crawl-beach

Don’t Reuse
You need a unique password for every account. If you re-
use the same password for multiple accounts, you are put-
ting yourself in great danger. All a cyber attacker needs to 
do is hack a website that you use; steal all the passwords 
including yours; and then use your password to log in to 
all your other accounts as you. It happens far more often 
than you realize. Don’t believe it? Check out the website 
www.haveibeenpwned.com to search your email address 
and reveal if it was on one of the sites, that has been 
hacked.  So what should you do? Use multiple passphras-
es. Both of the passphrase examples are strong, with over 
twenty characters, easy to remember, and simple to type, 
but difficult to crack. You will run into websites or situa-
tions requiring you to add symbols, numbers, or upper-
case letters to your password, which is fine. Remember 
though, it’s length that is most important. 

Two-Step Verification
Another precaution is two-step verification (often called 
two-factor authentication or multi-factor authentication) 
which adds an additional layer of security. It requires you 
to have two things when you log in to your accounts: 
your password and a numerical code which is generated 
by your smartphone or sent to your phone. This process 
ensures that even if a cyber attacker gets your password, 
they still can’t get into your accounts. Two-step verifica-
tion is simple to set up and you usually only need to use 
it once, when you log in from a new computer or device. 
Enable this whenever possible, especially for your most 
important accounts such as your bank or retirement ac-
counts, or when you access your email. If you are using a 
password manager, we highly recommend you protect it 
with a strong passphrase AND two-step verification.

It may sound silly, but these three simple steps go a long 
way in protecting your job, your reputation, and your fi-
nancial future. 

Resources
Have I Been Pwned:  https://haveibeenpwned.com/
Two-factor Authentication Site:
https://twofactorauth.org/
Long Live the Passphrase:  http://www.sans.org/u/OKJ
Time for Password Expiration to Die:  
http://www.sans.org/u/OKO

- Courtesy of The SANS Institute

Watchdogs is a monthly newsletter produced by the Computer Technologies Cyber Security Program at Pitt Community College.  Its purpose is to educate 
users and to protect data assets.  If you would like to submit an article to be published in Watch_Dogs, email the article to the Editor at jljeansonne775@
my.pittcc.edu. * “Hacked” font courtesy of David Libeau.
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