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        The Cyber Security curriculum focuses on planning, 
implementing, and monitoring appropriate security 
controls to safeguard and protect computer networks 
and information.

This program provides students with the skills required to imple-
ment effective and comprehensive information security controls. 
Graduates should qualify for entry-level positions in industry, small 
business, education, service organizations, and government agen-
cies. For more information, contact Joseph Jeansonne, Instructional 
Coordinator, at 252-493-7275 or jjeansonne@email.pittcc.edu.

P
i t

t  
C o m m u n i t y  C o l l e

g
e

    C
Y

B
E

R  S E C U R I T Y  P R O
G

R
A

M

Education. Preparation. Vigilance.

Staying Secure on the Road
We want you to be able to make the most of technology at 
all times, including when you travel. In this newsletter, we 
cover how you can connect to the Internet and use your 
devices securely on the road.

Pre-check
While your network at home or at work may be secure, 
you should assume that any network you connect to 
when traveling cannot be trusted.  Here are some simple 
steps that go a long way to protecting yourself and your 
data before you travel:

• The safest information is information you don’t have. 
Identify what data you do not need on any devices 
that you are bringing with you and then remove that 
information. This can significantly reduce the impact 
if your devices are lost, stolen, or impounded by cus-
toms or border security. 

• Lock your mobile devices and/or laptop with a strong 
password or passcode. This way, if it’s stolen or lost, 
people cannot access your information on it.   Install 
or enable software on your device so you can remote-
ly track where your device is, and even remotely wipe 
it, if it has been lost or stolen.

Lost/Stolen Devices
Once you begin your travel, ensure the physical safety of 
your devices. For example, never leave your devices in 
your car where people can easily see them, as criminals 
may simply smash your car’s window and grab anything 
of value they can see. While crime is definitely a risk, ac-
cording to a recent Verizon study, people are 100 times 
more likely to lose a device than have it stolen. This means 
always double-check you still have your devices when you 
travel, such as when you clear security at the airport, leave 
a taxi or restaurant, check out of a hotel room, or before 
you disembark from your airplane. Remember to check 
that seat back pocket!

Wi-Fi Access
To stay secure while traveling, secure your devices before 
leaving home, keep them physically secure & encrypt on-
line activities. Accessing the Internet while traveling often 
means using public Wi-Fi access points, such as ones you 
find at a hotel, a local coffee shop, or the airport. There are 
two problems with public Wi-Fi: you are never sure who 
set them up and you never know who is connected to 
them. As such, they should be considered untrusted. In 
fact, this is why you took all the steps to secure your de-
vices before you left. For these reasons, if you do use pub-
lic Wi-Fi, you need to ensure all of your online activity is 
encrypted. For example, when connecting online using 
your browser, make sure that the websites you are visit-
ing are encrypted. You can confirm this by looking for 
‘HTTPS://’ and/or an image of a closed padlock in your 
address or URL bar.  If you are concerned that there is 
no Wi-Fi you can trust, consider tethering to your smart-
phone. 

Public Resources
Do not use public computers, such as those in hotel lob-
bies or at cyber cafes, to log in to any accounts or access  
sensitive information. You have no idea who used that 
computer before you, and they may have infected that 
public computer accidentally or deliberately. 

- Courtesy of The SANS Institute
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